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intormation Security Oversight Office

Washington, DC 20405

0CA 12L9-88

April 25, 1988 0 F%if@ﬁ%

MEMORANDUM FOR: Rae M. Huffstutler

Deputy Director for Administration
Central Intelligence Agency

FROM: . Steven Garfinkel €,<ﬁd$:;-,25—~74-—¢1_.4:£
Director, Information Security’Oversight Office

SUBJECT: Possible permanent legislation regarding
limitations on nondisclosure policy

John El11iff, a senior staff member of the Senate Select
Committee on Intelligence, has referred to me the enclosed
material relating to the proposed amendment of 5 D.S.C. § 7211
and 5 U.S.C. § 2302. The intent would be permanent substantive
legislation similar to Section 630 of Public Law 100-202, placing
limitations on the executive branch's authority to impose
nondisclosure policies on classified information.

El1liff advised me that the draft legislation had been
referred to him by staff of the Senate Governmental Affairs
Committee, who suggested that it might be offered as an amendment
to pending legislation that would amend the Ethics in Government
Act. They had referred it to El1liff to seek his views. He, in
turn, advised them that he would need to consult with certain
officials in the executive branch to hear their reaction before
forwardlng his own views. He specifically asked for our

"informal" views, even to the extent that he was looking for a
telephone response or responses.

To discuss our options and recommendations, I will chair a
meeting of representatives from the National Security Council
staff, the Departments of State, Defense and Justice, and the
Central . Intelllgence Agency on Wednesday, April 27, at 2:00 p.m.,
in my office. It is located in Room 6046 of the General Services
Administration Building, 18th and F Sts., N. W. Please call

Dorothy Cephas at 535-7251 with the name(s) of your representa-
tive(s). Because of space limitations, please limit the number
of your representatives to no more than two.

Enclosure
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Amending S USC Section 7211: (underlined language is new; textual

ladiguage in parentheses is deleted).

Neo nond_isclosure policy, form, .agreemeht, qrder or agency action

may prohibit or (sanction) impose a penalty for any oral or

- e v e v 4 e

written disclosure of (1) information preotected by Section

2302(b) (@ of this Title, or (2) any natiaonal security

information cother than that specifically(5:ihfiiii:1£7marked as
classified; or,

unmarked but known by .the emplcoyee to be

classified; or, unmarked but known by the employee te be in the

ot et etmm— m———alas e

process of a classification

determination. Nor may  any

ncndisclcosure pclicy, form, agcreement, order or agency acticocn

directly or indirectly cbstruct, by requirement aof  prior

(written) authorization, limitaticon of authorized disclasure, or

ctherwise, the right - of any individual teo (1) petition car

communicate with "Membere of Congress in a secure manner as

provided. by the rules and pracedures of  the

Congr=zs, ar (23
dicclease informaticon covered by Section 22302 (b ¢z of this
Title.

(Enforcement) The courts for the district in thch the individual

2
resides, where the viaclaticon ecurred or in the District of

Columbia are authorized to issue injuncticns, declaratcry

judgments, or any cther appopriate

relief against any paolicy,

rule, aorder, regulaticn, contract,

form, agreement, order or

agen:cy acticn which wauld via

late this secticn,
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(Jurisdiction) Add to Section S coencerning Reprisals a new

#subsection (a)d:

L}

Section 2302(a)(Z2)(A) of title 5, U.s.

Code, is amended by
inserting the following:

"(x) the granting or revacatian of a security clearance

or of access to classified infarmation or a secured

installaticn; "

N.

. : [ 4
. .
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-5 §7211 EMPLOYEES " Part 3

.SUBCHAPTER II—EMPLOYEES' RIGHT TO PETITION
CONGRESS

§ 7211. Employees’ right to petition Congress
The right of employees, individually or collectively, to petition
Congress or a Member of Congress, or to furnish information to ei-

ther House of Congress, or to a committee or Member thereof, may
not be interfered with or denied.

Added Pub.L. 95454, Title VII, § 703(a)(3), Oct. 13, 1978, 92 Stat.
1217, ‘

. Historical Note

Effective Date. Section effective 90 Legislative History. For legislative
dars after Oct. 313, 1975, see aecting 907 of history and purpose of Dub.l. $5—i34. sev
Pub.L. Q=5 ~et aut a3 3 note under 195 U.N.Code Conr. asd Adm.News, p.
~ection 1Jul of this tille. o

sese

Library References
Uaited States C=dv. C.J.S. United States §§ IS to 40.

. rmeret
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Co . ‘. S,ucm.:rolmm &wldo;:dnwlmc ndicsen derce did not astablah that officels who look ‘ |
and 10 adjudicate arpe3 enial On 1y ments. UAPENIION aCiion agunit empluoyce had know!. ¢ |
, Maruncas v, EEOC. MSPD 1984, 28 MSPA.  age of ws EEO complam, moreover, five yean - .
* & e clapwed between EEO matter and the sutpension. ] re: |
9. Burdea of proof. Hlarnson v. Depariment of Army, MSPB 1933, 29 ' g |
Employce 318 not prove allegation of protidited  MSP.R. 204, H N |
repnsal by preponderance of the endence. evi- ! - ‘
i |
Prohibited personnel practices ; |
[a) 1) For the purpose of this title, “prohibited perzonnel practice” means sny : |
| action described in subsection (b) of this section. ‘ ( |
| @ For the purpose of this section— ! po: |
| (A) “persor.rel action” means— { ar: |
i) aa appointmen?; ‘ n : |
tii) 3 premotion; . ‘
(i) an acton under chapter 73 of this ttle or other disciplaary or ! e
corrective action; i o
tiv1 3 deaail, trarsier, or reassignment ,,;
| . (v) 3 reinstatement; i .
\vil 2 restoration; : ti
(vii) a reemployment; 3 or
(~iii) a performance evaluation under chapter 43 of this title; 4 of
- tix) a decision concerning pay, benrefizs. or awards. or concerning edu- ! [
ation or training if the education or wraining may reasonubly be expeciedto =
: iead 20 an appointment, promotion, performance evaiuation, or other action ¢ is
. described in this subparagraph; and H sty
‘-—'-9 ix) any other siznificant chamye in duties or responsidilies which is : 1354
inconsisient with the employee’s salary or Zrade level ex: -
| ‘ ‘ _ with reszect to an employee in, or 2pplicant {or, a covered position in an agencyl .
| ' , (B) "cuvered position” means any position in the competitive service, 3 career ap:
| anpointee position in the Senior Executive Service, or a position in the excepted .
| service. but does not inclade— :
1 (i) 3 position which is excepiad from the competitive service because of
i3 confidential, policy<determining. policy-making, or policy-advocating chars-
acier; or . ] 3
(i) any position excluded from the coverage of this section by the * Qs
President based .,n a determination by the President that it is necessary and  § 10"

warranted by conditions of goed adminisiration. : nat
(C) “agencr” mears an Executive zgency, the Adminisimtive Oifice of the
Caited States Courts, and the Government Priating Office. but does not ir-
ciade— . ‘- :
ti) a Goverrment corporation; :
(ii? the Federa! Bureau of Investization, the Central Inteiligence Agency,
the Defense Inteiligence Agzency. the National Security Agency. and, as
determined by the President. any Executive agency or unit thereof the
principal function of which is the csncuct of {creign intelligence or counter:
intelligance activities; or . 3
(i) the General Accounting Office. i &

Any emplovee who has authority to take, direct others to take, recommend, ¢r % f°_'
o appreve any personnel acticn, shall act, with respect to such authority— . an
- (11 dgizedminate for or against any emplavee or applicant for employment— ._“’
s (A) on the basis of race. color, religion. sex, or natonal origia. a3 . :“‘
B rronivited under section 717 of the Civil Rights Act of 1964 (42 USC. el
2009e-15% i e
- (B) on the basis of age, as prokivited under sections 12 and 15 of the Aze 3 . ::d
Discrimination in Employment Act of 1967 (29 U.S.C. 631, 423a); N o:'
(C) on the basis of sex. as prohibited under section 6(d) of the Fair Labor 3 '“
Standards Act of 1938 (29 U.S.C. 206(d) ); . .. : t &
(D) on the basis of nardiczpping condition, as prohibited under seciics - - cc:
301 of the Rehabilitation Act of 1973 (29 U.S.C. 731). or i ’
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~ {E) 0n the basis of marital status or poltical a!filiation, as prohibited
under any law, rule, or regulation;

(2} solicit or consider any recommendation or statement, oral or written, with
respect to any individual who requests or i3 under consideration for any
personnel action unless such recommerdation or statement is based on the
persona] knowledge or records of the person furnishing it and consists of—

(A) an evaluation of the work performance. ability, aptitude, or general
qualifications of such individual; or

l(Bl an evajuation of the character, loyalty, or suitability of such individu.
al;

(3) coerce the political activity of any person (including the providing of any
political eontsihuiion or service), or take any action against any employee or
appicant for eraglorment as a reprisal for the refusal of any person 0 engage
iz such nolitica! uc: :

(41 deceive nr willuiiy vdstruct any person with Fespect W such person’s
rAght W wwligeie o eniplovhieny :

(3) influence any person w0 withdmw from comg.e
the purpose 21 improving or injuring the prospects
employment:

(6) grant ar; preference or advantage not authorized by law, sule, or regula-
tion to any empioyee or applicant for employment (ircluding defining the scope
or manner of comgetition or the requirements for any position) fcr the purpose
of improving or injuring the prospec:s of any particular person for employment:

(¥1] :ppoint.- empioy._ promoze. advance, or advocata for appointment, employ-
ment, promotidn. or advancement, in or to a civiiian position any individual who
i 3 reiative <2 delined in section 33110(ax3) of his ticiel of such employew if
such position is in the agency in which such employes is serving as a public
official {as lefired in section 21106aN2) of this tir'e) or over which sueh 2mployee
exercises jurisdiction or control as such 2n oiicial;

take or fail w take a personrel aczion wi
appucant for employment as a reprisal for—

{A) 4 disclosure uil infurmation by an emploves or applicant which the

titien for any position far
o1 any other person for

th respect %0 ary employee or

employee or appiicant reasonably believes evidences—
(i) a violation of any law, rule, or regulation, or

(i) mismaqa:emem, a gross waste of funds, an abuse of authority.
or 3 szbstantial and spezific dunger to public health or safety,
if such disclosura is not sgecificaily rohibited by law ard if such information is
not speciiicaliy required by Executive order to Le K2pt secret in the interest of
national defonse or the conduct of doreign affairs: or

(B) a disclosure 0 the Speciai Cuunsel of the Merit Systems Protection
Board, or 0 the inspector Gereral of an agency or another emplovee
designated by the head of the agency o ‘receive such disclosures, of
information which the employee or applicant reasonably believes evi-
dences—

() a violation of any law, rule, or regulation, or -

(ii) mismanagement, a gross waste of funds, an abuse of authority,
or a substantial and specific danger to public health or safety: )
(9) take or fzil to take any personnel 2ction against any employee or applicant
for employment as a reprisal for the exercise of any appeal right granted by any
law, rule, or regulation; .. T S
(10) discriminate {or or against any employee or applican: for employment on
the bzeis of conduct which does not adversely aifect the performance of tie
employee ur applicant or the performance of others: except thst nothing in this
paragraph shail prohibit an agency from taking into account in determininz
< . suitability or fitness any conviction of the emplovee or applicant for any crime
: . .under the laws of any State, of the District of Columbia, or of the Uhited States:
or .

(11) take or fail to take any other personnel action if the taking of or failure

tn wake such action violates any law, ruie, or regulation implementing, or dircctly
concernieg, the merit sysiem principles contaired in section 2301 of this title,
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